MAGHMA: AIKTYA (CISCO) (60)

AOMH EZETAZTIKOY AOKIMIOY

Aldpkela e€€taong: Avo (2) wpeg kal TpiavTa (30) Aemrta

To egetaoTikd dokipio atroteAeital amrd Tpia (3) pépn. To KABe pépog TTepIAauBavel epwTroelg o BEpaTta amo
0AGKANpPoO TO €UPOG TNG £€eTaOTERG UANG. OAEG oI EpwTATEIG gival aTa ayyAIKA.

MEPOZXZ A’:  AmoteAeital atmd 20 epwTrioelg TTOAATTANG 20 epwTtAoelg X 1,5 povadeg = 30 povadeg
emAoyng
MEPOZXZ B’: AmoteAeital atrd 5 epwTtAOEIS GUVTOUNG 5 epwtnoeig X 6 povadeg = 30 povadeg

amdvTnong, avTioToiXiong i CUNTTARPWONG.

MEPOXZ I’:  AmroteAeital atrd 4 epwTHOEIG HE UTTOAOYIOHOUG, 4 gpwTAOEIG X 10 povadeg = 40 povadeg
Kal OUVTOUEG OTTAVTHOEIG O€ TTPAKTIKEG EQAPUOYEG

ZNHEIWOEIG:

(a) EmTpémmeTal n xprion un TPOyPaUUATICONEVNG UTTOAOYIOTIKAG UNXAVAG.

(B) Eav xpeidletal va oxedlaaTei, wg HEPOG KATTOIAG atrdvTnong, didypauua SIKTUOU, auTd UTTOPEI va Yivel PE
MOAURI.

EZETAZTEA YAH

H e€etaotéa UAN amoteAeital amd BepaTikég evoTNTEG TOU avaAuTIKOU Trpoypduuparog CCNA v7 Switching
Routing and Wireless Essentials kai CCNA v7 Enterprise Networking, Security, and Automation, 6TTwg
Qaivovtal 1o KATw, atmd TIG OTToieg €€alpoUvTal OUYKEKpIYEvVa BEuarta, Kupiwg 6ga agopolv aTto IPv6.
Znueiwvetal 6T divetal pueyaAlTepn €ugacn oTig pubuioelg (configuration) CUCKEUWY Kal TNV UTTOdIAIPEDT
OIKTOWV (subnetting), amé 611 ato CCNA v7 Switching Routing and Wireless Essentials, £€vvoieg Twv oTToiwV n
€KUAONON gekivnoe atmd 10 avrioToixo pdbnua tng B’ Aukeiou, aAAG xpnoigotroiolvtal cuoTtnuaTtikd otn I
Aukeiou og didpopa KepaAaia.

MapatiBetal €miong katdAoyog pe evioAég Tou Cisco IOS pe TIG OTTOiEG O UTTOWAPION AVaPEVETal va gival
e€oikelwpévol. O1 evioAég auTég eivar IBavé va TrepiAapdvovTtal aTny TTEPIYpadr] evog TTpoBARuaTog, 1 va
{nteital n xprion Toug oTnv amavinon. Otou {nteital va ypagoUlv evioAég, Bev cival armmapaitnto va
avaypdageTal Kal To TpoBeua (command prompt).



CCNAZ2: Switching, Routing, and Wireless
Essentials

1 - Basic Device Configuration

1.1 Configure a Switch with Initial Settings
1.2 Configure Switch Ports

1.3 Secure Remote Access

1.4 Basic Router Configuration

1.5 Verify Directly Connected Networks

2 — Switching Concepts
2.1 Frame Forwarding
2.2 Switching Domains

3 -VLANSs

3.1 Overview of VLANs

3.2 VLANSs in a Multi-Switched Environment
3.3 VLAN Configuration

3.4 VLAN Trunks

3.5 Dynamic Trunking Protocol

4 — Inter-VLAN Routing

4.1 Inter-VLAN Routing Operation

4.2 Router-on-a-Stick Inter-VLAN Routing

4.3 Inter-VLAN Routing using Layer 3 Switches
4.4 Troubleshoot Inter-VLAN Routing

5 - STP Concepts

5.1 Purpose of STP
5.2 STP Operations
5.3 Evolution of STP

6 — EtherChannel

6.1 EtherChannel Operation

6.2 Configure EtherChannel

6.3 Verify and Troubleshoot EtherChannel

7 — DHCPV4

7.1 DHCPv4 Concepts

7.2 Configure a Cisco I0S DHCPv4 Server
7.3 Configure a DHCPv4 Client

10 - LAN Security Concepts
10.1 Endpoint Security

10.2 Access Control

10.3 Layer 2 Security Threats
10.4 MAC Address Table Attack
10.5 LAN Attacks

11 - Switch Security Configuration
11.1 Implement Port Security

11.2 Mitigate VLAN Attacks

11.3 Mitigate DHCP Attacks

11.4 Mitigate ARP Attacks

11.5 Mitigate STP Attacks

12 — WLAN Concepts

12.1 Introduction to Wireless
12.2 WLAN Components
12.3 WLAN Operation

12.4 CAPWAP Operation
12.5 Channel Management
12.6 WLAN Threats

12.7 Secure WLANs

13 — WLAN Configuration

13.1 Remote Site WLAN Configuration

13.2 Configure a Basic WLAN on the WLC

13.3 Configure a WPA2 Enterprise WLAN on the
WLC

13.4 Troubleshoot WLAN Issues

14 — Routing Concepts

14.1 Path Determination

14.2 Packet Forwarding

14.3 Basic Router Configuration Review
14.4 IP Routing Table

14.5 Static and Dynamic Routing

15 - IP Static Routing

15.1 Static Routes

15.2 Configure IP Static Routes

15.3 Configure IP Default Static Routes
15.4 Configure Floating Static Routes
15.5 Configure Static Host Routes

16 — Troubleshoot Static and Default Routes

16.1 Packet Processing with Static Routes

16.2 Troubleshoot IPv4 Static and Default Route
Configuration

CCNAS3: Enterprise Networking, Security, and
Automation

1 - Single-Area OSPFv2 Concepts

1.1 OSPF Features and Characteristics
1.2 OSPF Packets

1.3 OSPF Operation

2 - Single-Area OSPFv2 Configuration
2.1 OSPF Router ID

2.2 Point-to-Point OSPF Networks

2.3 Multiaccess OSPF Networks

2.4 Modify Single-Area OSPFv2

2.5 Default Route Propagation

2.6 Verify Single-Area OSPFv2

4 — ACL Concepts

4.1 Purpose of ACLs

4.2 Wildcard Masks in ACLs
4.3 Guidelines for ACL Creation

5 - ACLs for IPv4 Configuration

5.1 Configure Standard IPv4 ACLs

5.2 Modify IPv4 ACLs

5.3 Secure VTY Ports with a Standard IPv4 ACL



KATAAOIOzZ ENTOAQN CISCO 10S
ME TIZ ONOIEZ Ol YNOWH®I0I ANAMENETAI NA EINAI EZOIKEIQMENOI

Router/Switch basic configuration

e ecnable / disable / exit

e configure terminal

e hostname

e cnable secret / password

e banner motd

e line console / password / login

e line vty / password / login

e interface / IP Address / Subnet Mask
e interface range

e no shutdown / shutdown

® Copy run start

e show run / start / version /flash
e show ip interfaces brief

e switchport security / mode /
nonegotiate / trunk / access

e spanning-tree / portfast
Static Routing

e 1ip route

e show ip route

Dynamic Routing

e router ospf / network
e ip ospf

e passive-interface

VLANs

e interface vlan
e 1ip default-gateway
e show mac

e switchport port-security

e switchport mode access / trunk
e vlan / name

e show vlan

e switchport access vlan

e switchport trunk native /
allowed wvlan

Etherchannel

e int range / port-channel
e channel-group
e switchport

Access Control Lists

e access list permit / deny
e 1ip access-group in / out
e ip access-list

e show access-lists

DHCP

e ip dhcp excluded-address
e ip dhcp pool

e network

e default router

e dns-server

e domain-name

e ip helper-address

e ip address dhcp

e ip dhcp snooping

PC configuration

e ipconfig /release / renew /all
* ping
e tracert

Nocitar 611 o1 utrown@iol Ba eival oe B€an, emMTPOCOETA, va avayvwpiouv Kal va XpnoiuoTroiolv (GT1Tou
XPEIAZETaI) KAI TN JOP®H TWV TTIO TTAVW EVTOAWV YIa avaipeon Kdtolag pubuiong (m.X. no ip route).



